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1 Overview

We will be concernedcherewith efficienciesof point-to-pointand multidrop links. Directly or indirectly,
theseefficienciestranslateto dollars. For instancea point-to-pointlink often takesthe form of a leased
high-qualitytelephondine, which may be very expensve. In the caseof a multidroplink, theline maybe
ownedratherthanleasedput if its efficiengy is too small, its userswill complain,andadditionallineswill
needto beinstalled. Thusit is of highimportanceio have someideaof the sizeof thelink’ s utilization u,
whichis theproportionof time atransmitteronthelink is successfullysendingdata.

2 Latency and Bandwidth

Letusfirst defineandexplainthetermslatencyandbandwidth, whichwill beusedn ouranalysesLateny
is definedto bethetime a singlebit takesto go from the transmittetto the recever, while bandwidthis the
numberof bits we canput ontheline perunit time, saypersecond.

Thesetermssoundsimple,andthey are,but it is easyto getconfusedf you arenot careful. An analogy
| like to useinvolvesthe SanFranciscaBay Bridge (westboundlirection). The “latengy” of the bridgeis

thetime it takesfor a singlecarto getfrom oneendof the bridgeto the other while the “bandwidth” is the

numberof carswhich canbeloadedontothe bridge perunit time. Assumingcarstravel a fixed speedsay
65 milesperhour, thenthe bridge’slateny depend®nits length. Assuminga fixednumberof lanesonthe

bridge(the bridgeis actuallya “parallel” communicationdink, insteadof a serialone),thenthe bandwidth
depend®n how fastthetolltakersatthe easterrendof thebridgecancollecttolls.

Gettingbackto computemnetworksjet o denoteheratio of aseriallink’ slateng to thetime neededo place
oneframeonthelink. Thislatterquantityis equalto theframelengthin bits dividedby thebandwidth! An

*Someof this materialis adaptedrom Data and Computer Communications, by William Stallings,fourth edition, pub. by
Macmillan,1994.
!By theway, notethatmostbooksusethe symbola insteadof «.



3 POINT-TO-POINTLINKS

importantinterpretatiorof « is thatit is the numberof frameswhich canbe on thelink atary giventime.
As youwill seethiswill playamajorrolein theefficiengy of thevariousprotocols.

The purposeof this tutorial is to analyzetheseefficiencies. We will particularly be interestedn u, the
proportionof time theline is actuallyin use.If, say u = 0.1andtheline’sbit rateis 56K, thenthe effective
bit rateis only 5.6K.

In all the analysedelow, we will chooseourtime unitssothatthetime to sendoneframeis 1.0. Notethat
this meanghatthelateny will thenbe .

3 Point-to-Point Links

3.1 Automatic RepeatRequestProtocols

Supposeve have a serialpoint-to-pointlink. Theconcernsherearetypically oneor all of thefollowing:

e Flow control: makingsurewe do not overwhelma recever’s buffers.
e Preservinghesequentiabrderof the partsof amessage.

e Errorcheckingandreporting.

A broadclassof methoddor dealingwith thesdssuess thatof automatic repeatrequestprotocols(ARQ).
Thesebreakatransmittednessageown into smallerchunkswith therecever occasionallysendingames-
sagesaying,“OK, you cannow sendmesomemorechunks startingwith chunki+1, asl have successfully
receved chunksup throughnumberi.” If therecever findsthata chunkis in error (or sobadly corrupted
thatit wasneverrecevedatall), it will notify thetransmitteratwhich pointthelatterwill haveto retransmit
oneor morechunks.

3.2 Stop-and-Wait ARQ

The nameof this protocolderivesfrom thefact that after the transmittersendsout oneframe, it stopsand
waitsfor areceiptacknaviedgemen{ACK) from therecever.

It is easyto determineu for this protocol: Considera point-to-pointlink, andsupposehetransmittethasa
continuingstreamof framesavailablefor sending sendingout thefirst frameattime 0. Call the sendeiand
recever S andR, respectiely. Thenhereis the sequencef events,assumingo error (if, say « < 1):

e timeO: first bit of framesentoutby S

e time «: first bit of framerecevedby R

time 1: lastbit of framesentoutby S

time 1 + «: lastbit of framerecevedby R; ACK sentby R

time1 + 2a: ACK receivedby S; S startssendingnext frame
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3.3 Sliding-Window Protocols

(We areassuminghatthe ACK is very shortcomparedo ordinaryframes,sothatits transmissiortime is
negligible.)
So,processingf this frameoccursduringthetime

(0,204 1) (1)

duringwhichwe will have beenusingtheline for only 1 time unit of datatransmissionThus

1
U =
20+ 1

(2)

This derivation did not accountfor possibleerrors. Supposdhereis a probability p thata framewill be
recevedin error(anddetectedassuch) thusprobability 1-p of beingsenterrorfree. Thena proportionp of
theframetransmissiongrewasted soonly a proportion1-p of the utilizationin (2) is really used.In other
words,the equatiorfor u aftertakingerrorsinto accounis

I—p
oy = 3
T et (3)

3.3 Sliding-Window Protocols

The Stop-and-VEit protocolis clearly quite wastefulif « is large. This canbe seennot only in the mathe-
maticalsense—the&aluein (2) will besmallif « is large, but alsointuitively: If « is large,we could have
mary framesin transiton thelink at once,but Stop-and-Vdit only allows usto have oneframeoutthereat
atime. Our effective bit rateis muchlowerthanwhatthelink allows.

Onealternatve is to allow asmary asN framesoutstandingj.e. pendingACKs, at once,insteadof just
one? SupposeN = 8. Thenwe would have a 3-bit sequencenumberin eachframe, with our frames
beingnumbered),l,z,...,7,0,1,2,..(;ontinuingindefinitely3 Both transmitterandrecever would maintain
windowsinto this sequenceasfollows.

Supposehe transmitters window currently consistsof 6,7,0,1,2,3,4.That meansthat at this point, it is
allowedto sendout framesin this range. It doesnot sendframesearlierthan 6, becausdt hasalready
receved ACKsfor them,andit doesnotsendoutary laterthan4 becausé¢herecever hasnt saidit is ready
for themyet. If thetransmittemow sendsrame 6, the window shrinksto 7,0,1,2,3,4.Thensupposehe
recever ACKs, saytwo framesthe transmittethassentout previously; the window cannow expandby two
framesto 7,0,1,2,3,4,5,6Thewindow continuego shrinkandexpandin this mannef*

2In otherwords,Stop-and-Vilit is really a sliding-windawv protocolwith N = 1.

3Thereis a problemin distinguishingamongmultiple framesof the samenumber Supposethe transmittersendsframes
2,...,7,0,1andthey arereceved correctly but dueto a burst of noise,all the ACKs arelost. Thetransmitterwill timeout, i.e. a
specifiedtime periodwill lapseandthetransmittewill retransmithoseframes—lt thereceiver will mistakenlythink thatthese
comprisethe next setof framesof thatnumber Dependingon thetype of protocolused thewindow sizemayhave to be narraved
for thisreason.

“This is then the origin of the term sliding-window protocol. Keepin mind, though, that this is actually a broadclassof
protocols differing in variousdetails.
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3.3 Sliding-Window Protocols

Similarly, therecever maintaingts own window, startingwith thenumberof theframeit expectsto receive
next, andendingwith thelastframeit is willing to receie at the moment(dueto buffer spacdimitations).

Let usderive thevalueof u undererrorfree circumstancesAgain assumehe senderS, hasa large supply
of framesit hasreadyto send.Supposehefirst frameis sentoutattime 0. Usingthesamereasoningvhich
ledto (2), we have thatthe ACK for this framewill berecevedby Sattime 2« + 1. During theintervening
time, S hasbeensendingout subsequenframesaswell. The centralquestionat this point is, How mary
frameshave we sentoutsofar? Theanswelis

min(N,2a + 1). 4)

Thereasorfor thisis thatin 2« + 1 time, we couldsendout 2« 4+ 1 frames but we arenot allowedto have
morethanN framesoutstandingatary time.

For concretenessayN = 8 andagainsupposeS startssendingattime 0. At thattime its window hasthe
full 8 framesin it. Supposer = 5. ThenSrecevesanACK for thefirst frameit sentout—theoneit started
attime O—attime2 x 5+ 1 = 11. Now, duringthetime interval (0,11),S hasthe capacityto sendout 11
frames but sinceits maximumwindow size(say dueto limitationsat R’s buffer) is only 8, S will sendout
only 8 framesandthenbeidle duringthetime (8,11). Thiswould bea utilization of 8/11.

Ontheotherhand,if N = 16, thenattime 11 Swould have sentout 11 frames(andstill have 5 framedeft in

its window). S wouldbebusy11/110f thetime,i.e. u= 1. (By theway, from time 11 on, Swould always
have its window sizeat 11, becauseat eachtime slot S would sendout a newv framebut would receve an
ACK for anold frame.)

In otherwords,therearetwo casesn ouranalysis:

o N < 2a+ 1. Herewe sentout N framesbut thenhadto wait2a + 1 — N time for our first ACK.

e N > 2o+ 1. Thatmeanghataftersendingout2«a.+ 1 frameswesstill have framedeft in thiswindow
which we cansendout now, sowe do not have to sit idle. In this case we have solvedthe problem
which arosewith Stop-and-Vdit, becausderewe never have to wait!

So,in thefirst casewe arealwayssendingoutframesandu = 1. In thesecondtase we sendoutN frames
in2a + 1time,sou = N/(2a + 1). In summary:

{1, if N>2a+1 5)
u = N .
m, |f ]V < 2c¢ —|— 1
The term sliding window refersto a broadclassof protocols. Within this classthereis a wide variety of
approacheso handlingerrors. In the next two subsectionsve will outline two prominentsubclassesf
automatic repeatrequest(ARQ) methods,Go-Back-Nand Selectve-Repeat.HDLC offers both, while
newer KermitversionsuseSelectve-Repeat.

As mentionecearlier TCP usesa kind of sliding-window protocol. It shouldbe notedthatin thatsetting,
thevalueof « is typically quitelarge, dueto queuingdelaysof a packetasit passeshroughvariousrouters.
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3.3 Sliding-Window Protocols

3.3.1 Go-Back-NARQ

Supposehe transmittercurrently hasframes3, 4 and 5 outstanding,and the recever has successsfully
receved framesnumberedip to andincluding 2. Supposenow frame3 reacheshe recever. If theframe
is recevedintact, therecever will sendan ACK(4), meaningthatit hascorrectlyrecevedframesthrough
number3 andnow is expectingframe4. But if frame3is recevedin error, thereceverwill senda NAK(3)
frame,meaninghatframe3 is negatively acknavledged® Underthe Go-Back-Nprotocol thesendewould
have to retransmitall previous frames,eventhoughmostwerereceved correctly (This way the recever
doesnot have to buffer somary frames.)

We will derive u for thecaseN > 2a + 1. Herethe transmittersendscontinuouslybut » < 1 because
of retransmittals. We will alsoassumehat « is aninteger, and breaktime into slots of length1. For
concretenessye will againtakeasourexampleN =16, = 5.

Let us saythatthis systemis in statei if therearei framessentbut not yet ACKed,i = 0,1,...2a. There
is no state2« + 1, becausehe 2« + 1-th framewill be sentout just asoneis ACKed, leaving only 2«
still-outstanding frames.

How do we move from stateto state?\Well, considerour exampleN = 16, « = 5. At time 0 S hassent
nothing,sothestatei = 0. At time 1, Sfinishessendingoutits first frame,sonow we arein statel. At time
2,wereachstate?, andsoon, throughtime 10 andstatel0.

At time 11, though,thingsget morecomple. JustasS sendsout its 11th frame,it will receve an ACK
or NAK in responseéo the first of the framesit hassent. If it is an ACK, thentherenow will beonly 10
unacknavledgedframeson the line—theremomentarilyhadbeenl1, but oneof themwasjust ACKed, so
now it is only 10. In otherwords,if R recevedthefirst framecorrectly thenwe will stayin statel0.

Ontheotherhand,if R foundthefirst frameto bein error, thenby the rulesof Go-Back-Nwe mustnow
sendall of ourunacknavledgedramesagain!in otherwords,if Srecevesa NAK attime 11,thenew state
will beO.

Let =; denotethelong-runproportionof time we arein statei. Let usderive anequatiorfirst for =5, . By
theabove reasoningif we arenow in state2q«, either

e wewerein state2a in thelasttime slotandtherewasno error, or

e wewerein state2a — 1 in thelasttime slot

In otherwords,the probability of beingin state2«, thatis 73,,, canbeexpresseds

Toa = T2a(1 — p) + Toq—1 X 1 (6)

sothat

5In someversionsof this protocol,the receier might not sendan ACK afterevery frame. For instancejf frame3 is receied
correctly the recever maywait until it recevesframe4, andthensendACK(5) or NAK(4), eachof which would implicitly bean
ACK for frame 3. However, herewe will assumea responséo every frame. For simplicity, we arealsoignoringissuessuchas
corruptedACKsandsoon.
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3.3 Sliding-Window Protocols

1
T2a = —T2a-1 (7)
p

Ontheotherhand,if our currentstateis i, where: < 2«, we will bein state: + 1 in the next time slot. So,
usingthe samereasoningvhichledto (6), we have

Ty = ;-1 (8)

fori =1,2,...2a — 1. Amongotherthings,this meanswe canrewrite (7) as

1
T2e = —TQ (9)
p

Notethat

7T0+7T1—|—...+7T2a:1 (10)

Replacingr; throughms,, in thisequationby 7y (dueto equation(8), we have

1
(2a)mg+ —mo =1 (11)
p
This givesus
1
= 12
o 2a+ 1 ( )
P
from which (9) impliesthat
1
L= 13
2 1+ 2ap ( )

Now, only one obsenation remainsto derive u: The quantityu measureshe proportionof time slotsin
which S recevesan ACK. This will only happerduringtime slotsin which we arein state2«, andin fact
only duringa proportion(1-p) of suchtime slots.Sou = (1 — p)m3,, thatis

w— 7P (14)
14 2ap

3.3.2 Selective-RepeafRQ
Heretherecever asksthe transmitterto resendonly thoseframeswhich the recever foundto bein error.

This hasthedisadwantagehattherecever's designmustbe morecomple, but alargervalueof u shouldbe
obtainable.
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4 MULTIDROPLINKS

Happily, this caseis mucheasierto analyzethanGo-Back-N.We simply mimic thereasoningvhichled to
(3). Sinceeachframenow actsindependentlyf the others® we know thateachframemustbetransmitted,
onaverage l/(1-p)times.So,we simply divide (5) by 1/(1-p),yielding
1-— if N >2a+1
v = { Py B2z (15)

N(1— ;
Uon) - if N < 200+ 1

4 Multidr op Links

Theabore analysesoncernegoint-to-pointlinks. Considelinsteadan multidroplink onwhich a primary,
P, is atoneendands secondariesSy, ..., S, aresituateduniformly spacedalongtherestof theline.

The primarystationcontrolsthe show; a secondarngtation“may not speakuntil spokerto.”

Supposdor instancethat the hostcomputeris runninga UNIX system,and thatfour terminalsare con-
nectedto it. The host'stransmittemwill repeatedlysendpoll framesto thefour terminals,oneatatime and
cyclically. A poll frameaskstheterminal,“Do you have ary characterso send?”Supposehatfor awhile
noneof thefour usersattheterminalsaretyping anything, but eventuallythe useratterminal2 startstyping
“Is”, theUNIX “list files” command After theusertypesthe'l’, thenext time thisterminalis polled,it will
respondhatit doeshave somethingo send namelythe‘l’. Thenthehostwill continueits cyclic polling of
thefour terminals,until theuseratterminal2 typesthe‘s’,7 andsoon.

We will definea in termsof the entireend-to-endengthof theline, sothatthe lateng for framesgoing
betweerP ands; is

K3
Z.a
S

Eachof the secondariess polled,in RoundRobinfashion first S, thenS,_;, andsoon. Eachsecondary
responditherby sendinga frameor sendinga very shortmessageayingit hasno frameto send. In a
givenRoundRobincycle, first P polls S;. If S, hasaframeto sendto P, it doesso, afterwhich P sendsan
ACK back.Then(whetheror not.S; hadaframeto send),5;—not P, which would be slowver—sendsa poll
to.S;_1. ThenS,_; sendsaframeto P (andrecevesan ACK) if it hasone,afterwhich.S;_; sendsapoll to
Ss—2. Theprocesontinuesn this manneruntil S;’s turn comes afterwhich anew cycle begins (P polls
S,, etc.)8

Considera periodof time duringwhich all secondariebase somethingo sendeachtime they arepolled.
Let usseehow longonecyclewill take,for larges, assumingio errors.

First,thepolls: It takesa timefor P’s poll to reachsS;, and %04 for eachof theothers-1polls, for atotal of

1
04—}—(5—1);04%204

5This is in contrasto in Go-Back-N,in which a frame mustbe retransmittedf an “upstream”framewasin error, evenif the
subsequerframewasnotin error

"Or until a userat anothetterminalstartstyping.

8This techniquds calledhub polling.
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(We alsohave to accounfor thefactthatS; will senda“poll” to Pif it hasnothingto send o atleastlet P
know its turn hascomeandgone.But thetimefor thiswould be %a, whichwill disappeahereif sislarge.)

Next, theframetransmissiortimes: s - 1. Next, theframelatencies:s - 5 (sincethe“average”secondarys
atthehalfwaypointontheline). Finally, the ACK latencies:s - 5.

This all makesfor a cycle time of (2 + s)a + s, during which time the line is usedfor s - 1 actualdata
transmissiorniime. Therefore,

1
u = ~ 16
“ 24+ s)a+s a+1 (16)

w»

5 ExampleProtocols

5.1 HDLC

Herewe will look atthe High-Level DataLink Control(HDLC) protocol.It canhandleboth point-to-point
andmultidroplinks.

5.1.1 Station Relationships

Stationsareconnectean a serialline in anHDLC protocolin oneof two relationshipmodes:
e Peer All the stationsplay “equal” roles. Typically this is usedin the context of just two stations,a
point-to-pointconnectiorof onecomputerto anothercomputer

e Primary/secondaryl he primary stationis a hostcomputerandthe secondarieareterminals,sayon
amultidroplink.

5.1.2 Frame Format

An HDLC frameconsistof:

e Flag:apattern01111110jndicatingthestartof theframe

e Adress: 8 or 16 bits of addressingnformation; in a primary/secondargetting, for instance,the
addresss thatof thesecondaryvhichis eitherbeingsentto by the primaryor sendingo the primary

e Control: 8 or 16 bits of control information, suchas frametype (e.g. poll; seebelow), window
sequencaumber(usingeitherthe GoBackN or Selectve Repeaprotocol),andsoon

e Data:avariablenumberof databits
e CRC:a16-or 32-biterrorcheckingfield

e Flag:againin thepattern01111110jndicatingthe endof theframe
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A problemarisesn thatthedatato betransmittednaycontainthebit pattern01111110How is therecever
to know thatthisis partof thedata,asopposedo theendof theframe?This problemis solvedby the useof
bit stuffing: Whenthetransmittemoticesthatit is supposedio sendfive consecutie 1sin thedata,it inserts
anextra 0 after the fifth one,to indicatethattheselsreally aredata. The recever is designedo remove
ary 0 it seesmmediatelyfollowing five consecutre 1s. This solutionworks,becausaevhenthetransmitter
really doessendaflag, it will notstuff theextra 0, andthusthereceverwill notremave it, andwill receie
theflagintact.

The flags are usedto help the receiver keepits clock synchronizedwith that of the transmitter For this
reasonthetransmittemwill sendflagsevenduringidle periods.

5.2 PPP
5.2.1 Typical Contexts

You mayalreadyhave heardof the Point-to-PointProtocol(PPP) which mary peopleuseto establishtheir
homePCasatemporaryinternetnodevia a phone-lineconnectiorto anInternetserviceprovider (ISP).

PPPis alsousedextensively in the Internetitself. Recallthatthe Internetconsistsof tying togethemary
differentLANs (Ethernetsetc.). Thetiestakeon two forms:

e Having onecomputerin commonto two LANS.

e Having a point-to-pointlink, saya phoneline, betweera computeron oneLAN anda computeron
theotherLAN.

In thelattercasetheconnectiorbetwenthetwo computerss typically managedy PPP

5.2.2 Operation

PPPworkslike HDLC's peerto-peemmode,andevenusesHDLC'’s frameformatwhich we sav in Section
5.1.2:

e Flag.

Address:Sincetherecanbe only onerecipientof aframe,thefield consistof 11111111.

Control:00000011HDLC’scodefor “unnumberedrame’
e Data: Subdvidedinto two subfields Protocolandinformation(seebelow).

¢ CRC.

Flag.
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TheProtocolfield, onebytelong, is usedfor multiplexing/demultplexing. Sessiondrom several different
protocolscould be sharingthis link. A commononeis of courselP, coded0x0021. All Interentpackets
sentthroughthislink would have the Protocolfield equalto 0x0021.This is a majorreasorunderlyingthe

formulationof PPP:HDLC did notallow for multiple protocolsusingthe samelink, soPPPwascreated.

Theremaindeiof the Datafield, calledthe Informationsubfield,is theactualdata,e.g.theactuallP packet.
This mustconsistof anintegral numberof bytes.

Like HDLC, PPPusesinsertion/remwal of fake datato solve the problemof the possibility that the data
may containa flag. However, PPPis basedon bytesratherthan bits, it usesbyte stufing insteadof bit
stuffing: If thedatacontainsaflag,i.e. 0x7e,theflagis replacedoy 0x7d5e.If the datacontainsOx7d,that
is replacedoy 0x7d5d.Onthereceving end,the oppositechangesaremade.

5.3 TCP

TCP usesa sliding-window protocolto sendout the “chunks” of a messagecalled segments Eachbyte
in the entiremessagés givena sequencenumber. Therecever will tell the sendemwhich byte numberit
expectsnext, andhow mary bytesit will accept.

Notethatin the TCP contet, the point-to-point-link natureof our discussiorhereis virtual, asa segment
will typically traversemary networksin goingfrom sourceto destination.
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