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1 Hopping Among Various Networks

Recallthatthe term, the Internet, refersto the interconnectiorof large numbersof networks, whereone
networkrefersto one Ethernet(or one FDDI or otherLAN). Eachnetworkwill have atleastonerouter
node,which connectghat networkto othernetworks. To get from the sourcenodeto the destinationa
packetwill typically hop from one networkto anotherto another etc., being passedrom one routerto
anotheruntil it reachests destinatiomode.

1.1 IP Network Numbers, SubnetsEtc.

Recallthatan IP addressonsistsof a 32-bit number This numberis further brokendown into a network
numberanda hostnumberwithin thatnetwork.IP allows theseinto threemajorcateyories:

e ClassA networks consistingof a0 bit, thena 7-bit networknumbeythena 24-bithostnumber
e ClassB networksconsistingpf a10bit field, thena 14-bitnetworknumbeythena 16-bithostnumber

e ClassC networks,consistingof a 110 bit field, thena 21-bit network numbey then an 8-bit host
number

A networkadministratorsaya universitycampuor alargecorporationwill beallocatedablockof network
numberswhich he/shewill thenassignto the networksand hostsover which he/shehascontrol. Clearly,
ClassA networksallow for thelargestnumbersof hosts,andthusshouldbegivento thelargestuserentities.

However, eventhenthe above setupwould be wasteful.A ClassB network,for instancehasnumberspace
for asmary as2'* or about16,000hosts—famorethanwe could physicallyplaceon an Ethernet. Thus
thereis also somethingcalled a subnet which is usedto further subdvide what appeardo be just one
networkinto mary networks asfollows.

The IP addresof my machine heathercs.ucdsis.edu,is 169.237.6.184i.e. 0xa9ed06b8thusa ClassB
addressThusthe 169.237is the networknumbey andin factthis is the networknumberof all machinest
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UCD. But UCD alsohasa subnet mask which appliesto thosemachineswith the value Oxffffff00. This

valueis known to all routerson campugthoughnotto routersoutsidethe campus)andis usedto divide the

hugeUCD virtual “network; numberl69.237onthelnternet,into the actualphysicalnetworks.Theactual

networknumberis obtainedby taking the bitwise AND of Oxffffff00 andthe IP addres®f the given host.

In ourcaseat UCD, thatmeanghatthe actualnetworknumberconsistf thefirst 24 bits of thelP address,
ratherthanthefirst 16 bits asgivenin the definitionof ClassB. The extra 8 bits arecalledthesubnetID.

So,my machinecanbe describedashost184 on the network6 at UCD, with the collectionof all networks
atUCD being(virtual) network169.237on the Internet.

1.2 Determining the IP Number of the Destination

(Review from our unit NetIntro.te.)

Oneof the thingswhich will have to be doneis to getthe IP addresdor our destination.Recallthatthe
functiongethostbynameoesthis—but how?

OnaUNIX systemthefunctionfirst may checkthe local file /etc/hostswheresomefrequentlyaccessed
destinatiorinformationmightbe stored.If not, thenit probablywill usethe DomainNameSystem(DNS).
(SomeMicrosoft Windows networksuseMicrosoft's own namelookup system WINS.) Briefly, your OS
will have oneor more DNS machineswvhich it canqueryto corvert the “English” nameto an IP number
(They in turn may have to checkotherDNS hoststo getthe informationyou want.) The addressesf these
machinesnaybestoredin afile, say/etc/resolvwconf,or mightbe specifiedn otherways.

1.3 Routers

A routeris a machinethat, asits nameimplies, routespacketghroughthe Internet. It may be anordinary
workstationor PC, or it could be a specialcomputey say producedby Cisco, whosehardwareand soft-

ware are developedspecificallyfor fastrouting. Recallfrom our handouttitled “Overview of Computer
Networks”thatnetworksaretypically interconnecteéh oneof two ways:

e A routercouldbe be attachedo two Ethernetsservingasa gatevay betweerthem. Heretherouter
could consistof a computemwith two Ethernetcards,eachattachedo someEthernet. The Network
layer runningon that machinewould readpacketscomingin on onecardand,if routingis needed,
write themto the othercard.

e A routercouldbe connectedo anotheroutervia a high-speeghoneline. Herea routerwould read
packetdrom its Ethernetcardandsendthemthroughthe phoneline (sayusingHDLC or PPP) via
whichthey would berecevedby the otherrouterandrelayedonto its Ethernet.

SaymachineX, onanEthernetonnectedo thelnternet hasgottenamessageeadyto sendsayto machine
Y. The TCP/IPsoftwaretherewill first putthe messagén a TCPor UDP packet(typically in responséo a
call from asocketfunction),whichwill in turn encapsulatéhe packetin anIP wrapping,whichwill in turn

have an Etherneframewrappedaroundit. Thequestiomow is, Which destinatiorEthernetaddreswill it

putin thatframe?
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To determinethis, X will first look at thedestinationP addresslt will consistof a networknumberanda
hostnumbermwithin thenetwork.(Herewhenl say“network numbey’ | amincludingary subnetting<nown
to this router) If the destinationY’s networknumbermatcheghat of X, thenthe IP layerat X will say
“Hey, we arelucky; the destinatiormachineis on the sameEthernetasus’ It will thenplacethe Ethernet
ID of thedestinatiormachinein the Etherneframewhichit givesto theLink layerat X. Thatframewill be
put onthatEthernetandwill thusbeseenby all hostson thatEthernetjn particularour destinationwhich
will grabtheframeandthusreceve our message.

But whatif the destinationis not on the samenetwork? The systemon X will maintaina routing table,
shaving theaddressesf all routersonthis Ethernet.Thesoftwarewill checkits routingtable,andsendthe
packetto a routeron that Ethernet(so the Ethernetaddressn this packetwill be thatof therouter). The
routerwill checkto seewhetherthe destinatiormachine)Y, is on ary of the Ethernetgo which the router
is attachedIf so,therouterwill sendthe packetdirectly to Y; otherwisetherouterwill sendthe packetto
anothermrouteron oneof the Ethernetgo which therouteris attached.In the latter caseagainthe choice
of routerwill be madeaccordingto theroutingtableat that node. This procesawill be repeatedith the
packethoppingfrom onenetworkto anotheyuntil it reacheshe destination.

1.4 Finding the Ethernet IDs of Other Machineson This Ethernet

In our storyabove, if Y is onthe sameEthernetasX, X will sentto Y directly, by putting Y’s EthernetD
into the packet.But how doesX know Y’s EthernetiD?

This is determinedvia the AddressResolutionProtocol (ARP): SupposeX doesnot alreadyknow Y’s
EthernetiD from calling ARP previously, in which caseit maybein X’s ARP cache ThenX will send
an ARP frameout ontoits Ethernetasking"Y, pleasdet me know your EthernetiD.” (This framewill be
distinguishedrom an ordinaryP frame,sincethe latter usesOx0800asthe protocol ID, while ARP uses
0x0806.) Again, sincethe Ethernetis a broadcasmedium, X will usethe Ethernets broadcastddressso
all nodeson the Ethernetwill seethis frame,includingY, andY will thenplacea frameof its own onthe
Ethernetin response(Y will notusethe broadcasaddressasit will know X’s Ethernetaddresgrom the
frameX sent.)

1.5 Software Toolsfor TroubleshootingYour Machine/Network
UNIX machineshave arich arrayof programswhich you canusefor troubleshootig, or for justlearning
aboutyour system (Thelatteris important;it will really makethe conceptsoncretesogiveit atry!)

You canview a UNIX machines routing table with the command‘netstat-r’. A netstat commandis
providedby Windows systemgoo.

You candeterminethe broadcastddresdor your Ethernetby usingthe UNIX ifconfig command. (On
UNIX machinesthe-i optionof netstatgivessimilarinformation,soyou maybeableto getsomethindike
thisfrom thenetstatcommandn Windows platforms.)Thecommandwill alsogiveyou otherinformation,
suchasthe P addres®f your machinethevalueof subnettingnaskandsoon.

Onsomemachinesthe netstatcommands -p optionwill give youthecurrentARP table.
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2 ILLUSTRATION OF HOPPING:TRACEROUTE

If you have just subscribedo a new ISP but cant accesall (or some)machineson the Internet,try doing
sousingtheir numericallP addressIf the latterworks,thenyou likely have somekind of DNS problem.
On a Linux system,for example, this may be dueto your not having put the DNS addresse@ the file
/etc/resolvcont.

If you are having DNS troublesonly with a specificremotehostyou cantroubleshootusing the UNIX
nslookup command.Thereis a versionin Windows NT too. Thereis no versionincludedwith Windows
95/98, but you can get similar programsfor theseplatformson the Web; for example, do a searchfor
“nslookup” at www.tucovs.com.

2 lllustration of Hopping: traceroute

The programtraceroute illustratesrouting throughthe Internet,andcanbe used(asafirst approximation,
atleast)to investigatebottlenecksThis programis availablefrom the Internet,sayfrom

ftp://ftp.umacs. und. edu/ pub/ SUGst uf f

Note, though,that most of thesetools are runnableonly via root privileges(e.g. by settingthe set-user
ID bit in thefile permissions).They do not (asfar asl know) presentary securityrisks, but they usethe
SOCKRAW protocolin TCP/IR which requiresroot access.If you have a Linux systemanda SLIP or
PPPaccounf(or if youarea UCD CSstudentjustlog in to oneof the CSIFLinux PCs),you maywish to
experimentwith them. (If you have a Windows system thereis a programnamedtracert which is similar
to the UNIX traceroute.)

Hereis a sampleoutputfrom the program:

heat her : Net wor kI nf o/ Tool s/ TraceRout e% t racer out e nbc. com
traceroute to nbc.com (192. 35.39.100), 30 hops max, 40 byte packets

1 ph-254-subnet56. cs. ucdavi s. edu (128.120.56.254) * 0 ns 4 ns

2 eu2-gw ucdavis.edu (128.120.66.254) 4 ns 16 ns 8 ns

3 telcofddi-gwucdavis.edu (128.120.128.27) 4 m 4 ns 4 ns

4 barrn-gw ucdavi s.edu (128.120.250.1) 4 nms 4 ns 8 ns

5 paloalto-cr2.bbnplanet.net (131.119.2.37) 55 nms 31 ns 51 ns

6 pal oalto-nti.bbnplanet.net (131.119.0.202) 35 m 20 ns 16 ns

7 borderx1-hssi2-0. SanFranci sco. nti.net (204.70.158.101) 12 nms 23 ns
8

core2-fddi -0.SanFranci sco. nti.net (204.70.158.49) 16 ns 16 ns 12 ns

9 core2. WstOrange. nti.net (204.70.4.185) 78 ns 133 ns 86 ns

10 corel-hssi-4.NewYork. nti.net (204.70.1.97) 82 ns 82 ns 78 ns

11 border 2-fddi-0. NewYork. nti.net (204.70.3.18) 86 ms 82 nms 113 ns
12 jvncnet-ges-ds3. NewYor k. nti.net (204.70.45.10) 82 nms 109 ns 98 ns
13 130.94.40.252 (130.94.40.252) 86 ns 82 ns 86 ns

14 ge-gateway.jvnc.net (130.94.12.114) 98 ns 98 ns 86 ns

15 peacock.nbc.com (192.35.39.100) 90 ns 90 ns *
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3 HIERARCHICAL ROUTE DETERMINATION

Herewe seethe pathtakenfrom my UCD machineto NBC's Internetnode,comprisingl5 hops. Thefirst
four hopsareto UCD machinesgndingup at UCD’s gatavay to BARRNET (hop5); thelatterwas(at the
time | obtainecdthis output)a networkinvolving a numberof sitesin the greaterSanFranciscdBay region.
Thetraceroute programsendshreeseparatenessaget eachhop,reportingtheround-triptransittime for
eachin milliseconds.

By the way; it is instructive to note how traceroute works. In orderto prevent having an IP datagram
circulateendlesslyin someaccidentatoutingloop, it containsa Timeto Livefield, which stateshow mary
morehopsthroughthe Internetthis datagrarmis allowedto take. Thatnumberis decrementethy 1 at each
routerit passeshrough,andwhenit reache®, therouterat which this occurredsendsan InternetControl
MessageProtocol (ICMP) messagéackto the original sourcenode. The authorof traceroute exploited
thisfactin aclever way, asfollows.

Saywe wishto know locationof thefifth routeron ourway to nbc.com.Thentraceroute simply initializes
the Time to Live field in a testdatagranto 5. The datagranmwill thenexpire at thefifth router paloalto-
cr2.bbnplanet.neh our exampleabove, andthat routerwill sendan ICMP “error” messagéackto us;
traceroute will thensayto itself, “Aha! Thefifth routeris paloalto-cr2.bbnplanet.nét.

Supposedlyherearesomerouterswhichwishto remain‘anorymous; andthuswill notsendbackanlCMP
messageso asto keeptheir IP addressesecret.This presumablys dueto securityconcernson the partof
theadministratoiof sucharouter

3 Hierar chical Route Determination

In large networksjt is infeasibleto do routingcomputationgor all nodes.Insteadhierarchical routing is
used.Thismeanghatthe networkis brokenup into domains andthatall nodesin a domainaretreatedas
identicalfor routingpurposesOnenodein the domainactsasarepresentati for all nodesin thedomain,
andit will betheonly nodefrom the domainto enterthe routing computations Sincethe overall network
will containfar fewerdomainshannodestheroutingcomputatioris mucheasierandquicker

This setupis naturalanyway. Considera domainwhich consistof asingleEthernetandonwhichthenode
g is thegatewayto theoutsideworld. In otherwords,g is theonly nodeonthis Ethernetwhichis physically
connectedo at leastone othernetwork. Thenit is naturalto chooseg asthe “representatie” mentioned
above, andin factto setthingsup sothatarny packetfrom othernodeson this Ethernetwhich will goto the
outsideworld will haveits routingdeterminedy g.

An autonomoussystem(AS) is anetworkor collectionof networksundertheadministratiorof onecentral
entity, saya university campus.ASs form a naturalhierarchyfor the hierarchicalrouting notion: Within
anAS, routesmay be optimizedusingsomemathematicahlgorithm,saythe Dijkstra algorithmdescribed
below. ThenroutingbetweemSswill be handledcooperatiely usingsomeotherprotocol,saythe Border
Gatevay Protocol.
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4 LEAST-COSTROUTES

4 Least-CostRoutes

We will discusdeast-costroutingalgorithms.Theterm“cost;’ though,is anabstractiorwhich could have
variousdefinitions. We definea costaccordingto the goalwe have. If for instancewe wish to find a path
from a givensourceto a givendestinatiorwhich hastheleastnumberof “hops” (i.e. leastnumberof links
traversed) thenwe assigna “cost” of 1 to eachlink. If we wish to minimize overall queueingdelay we
could definethe costof alink to be the currentlengthof the queuefor thatlink. In this case,our routing
stratgy will bedynamic, meaninghatwe will frequentlyupdatethe routesasconditionschange.

The routing tablesthroughoutthe Internetattemptto forward packetsonly pathswhich have minimum
“cost; wherethatcould be definedin termsof the bits-persecondatingsof variouslinks, the numberof
hops,theestimatedjueuingtimesonthelinks, andsoon.

Therearetwo famousclasse®f algorithmsfor finding least-cospaths. In both caseswe discusshow to

find theleast-cospathfrom asourcesto adestinatiomoden. Let N bethesetof all nodesandlet (i, j) be

the“cost” (however defined)associatedvith thelink from nodei to nodej, if thereis adirectlink between
them.If thereis nolink between andj, setthe costto infinity.

Note that both algorithmclassesperateon a distrib uted basis. This meanghat eachnodecomputests
own routingtables,asopposedo the centralized case whereone nodecomputeshe tablesfor all other
nodes.Centralizedoutingis considerednfeasiblefor large networks.

4.1 Link-State Algorithms

The namehererefersto the fact thatthe calculationrelieson knowledgeof the “state” (cost)of all links in
theentirenetwork.A well-knownalgorithmof this clasdgs thatof Dijkstra, originally usedn theARPANET
andTYMNET Il networksandnow usedwidely in amodifiedform callthe OpenShortesPathFirst(OSPF)
algorithm. It worksasfollows.

Let S beasubsebf N; Swill initially beequalto {s}, but we will addonenodeto Sin eachiteration. At
ary giventime, for ary noden we will have theleast-cospathp(s,n)from s to n, amongpathswhich use
only nodeswithin the currentS. Denotethe costof thatpathby m(s,n). The algorithmterminateavhenS =
N, andwe have the overall least-cospath.
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4 LEAST-COSTROUTES 4.2 DistanceVectorAlgorithms

Hereis the correspondinggseudocode:

set Sto {s}, mis,n) to infinity for all n not equal to s
do
find the node wnot in S for which n(s,w) is smallest
add wto S
for each n not in S
if mis,w+c(w,n) < n(s,n) then
set m(s,n) to m(s,w) +c(w, n)
set p(s,n) to p(s,w) concatenated with the link fromwto n
until S =N

(In thefirst iteration,thethird line of codewill simplyfind thew for which c(s,w)is minimum,sincethe set
Swill consistonly of satthattime.)

The principal drawbackof this classof algorithmsis thatary givensourcemustknow the entire network
topologyandall link costs. Thesemay change:For example,a link or nodemay go down, andif costis
definedin termsof somethindike queuelength,the costwill changefrequently Thusupdateinformation
mustbe periodicallytransmittedo the entire network,which itself is a problemdueto the extra traffic it
generates.

4.2 DistanceVector Algorithms

The word “vector” in this namestemsfrom the fact that insteadof directly concerningitself with a full
least-cospathto anoden, swill simply determinethefirst stepof sucha path,i.e. “which directionto go
first” Theword “distance”refersto the fact thatthe total costof a pathto n is often casuallycalledthe
distancebetweerthetwo nodes.

The chief advantageof the distance-ectoralgorithmapproachs thats doesnot have to know all the c(i,j)
values,but ratherneedknow only c(s,k),for thosenodesk which areimmediateneighborsof s. This will
have importantpracticalconsiderationsgswe will seelater.

Themostfamousmembeiof thisalgorithmclassis the Bellman-ford algorithm,which worksin thefollow-
ing manner

The algorithmis againiterative. Any given sources knows only the costsof the links to its immediate
neighborspluswhaterer new informationtheneighborshave provided. To explain thelatter, suppose is a
neighborof s. Thenodes will askk, “What is the pathto n whichis of leastcost,asfar asyou know?” For

whichever neighbork reportsthe leastcost(plusthe costof goingto k), swill setits own bestpathto n to

be“Go firstto k, andthenfollow directionsto n from there” Notethatthesituationwill bethesameatk: It

will setits bestpathto beof theform “Go first to j, andthenfollow directionsto n from there”

To statethealgorithmmorepreciselyretainthenotationm(), p() etc.introducedearlier andfor ary nodes
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sandn, let f(s,n) bethe*first step”from sto n, aswith k above. Herethenis the algorithm:

for all s
for all n not equal to s
if nis an immedi ate nei ghbor of s then
set f(s,n) ton
set m(s,n) to c(s,n)
el se
set f(s,n) to "unknown"
set m(s,n) to infinity
while (true)
for all s
for all neighbors k of s
send f(s,r) and m(s,r) to k for all r
receive f(k,r) and mk,r) fromk for all r
for all n
for all neighbors k of s
if c(s,k) + mk,n) < m(s,n) then
set f(s,n) to k
set nm(s,n) to c(s,k) + mk,n)

Note thatnodes will only know the valuesf(s,n) andm(s,n),for varyingn. In otherwords,if we wereto
represent andm astables,nodes would know only its own row in eachtable.

Let us examinewhat is happeningin the while loop. First, eachpair of neighboringnodesexchanges
informationaboutthe bestpathsknown to eachnodesofar.! Theneachnodewill updateits bestpathto a
givennodeif theneighborsinformationindicatesabetterone.

Assumefor the momentthat the link costsdo not change,and no nodesor links go down. Thenafteri

iterationsof this algorithm,eachnodewill know the bestpathof i hopsor lessto ary othernode.Thus,this
processwill corverge after at mostD iterations,whereD is the diameter of the network,i.e. the largest
numberof hopsbetweerary two nodesn the network.

However, we have written the codeabove so that the iteratingin the while loop continuesforever. 1t is
implementedhisway in practice sincethelink costsmaychangeandthusrouteswill needto be updated.
In theRoutingInformationProtocolcommonlyusedn Internetrouting,for instancethereis aninformation
exchangebetweemeighborsonceevery 30 seconds.

The Bellman-ford algorithmhasits dravbackstoo. Oneproblemis thatit reactsslowly to changes.Say
nodesu andv arei hopsapart,andthatalink leadingout of v changegost. This newvswill notreachu until
i iterationslater.

Thoughwe have shown this exchangeasoccurringat the beginningof aniteration,in practicethe exchanges asynchronous.

2Optimalpathsareperiodicallycomputedor Dijkstra’s algorithmtoo. However, in thatcasethereareno naturalrecomputation
pointswithin the code,whereasn the Bellman-Ford casethe naturalrecomputatiorpointis the exchangeof informationbetween
neighboringnodes.
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