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1 Overview

In alarge LAN with consistentlyheavy traffic, it may makesensdo breakup the LAN into segmentsi.e.
smallerLANs, andconnectthemin somemanney with the goal of improving performance For instance,
breakingoneEtherneinto two smalleronesmeanghattwo simultaneousransmissionsrenow sometimes
possible.Or, if we breakonelargetokenring into two smallerones thetime betweervisits of the tokenis
reduced.

The easiemwayto do thisis via abridge. We will describenow simplebridgeswork first, andthendiscuss
anadwancedorm of bridgescalledswitches which todayarein commonuse.

Theseggmented_AN whichresultsis calledanextendedLAN . Nodesonthe LANs thenin essencseethe
extendedLAN asonelarge LAN, with the bridgesor switcheshiding the fact thatthereare actuallymary
individual LANSs; in otherwords,thenodesdo not“know” thatthe LAN is sgmented.

Bridgesandswitchegperformfunctionssomeavhatsimilar to routers, but they operateatthe data-linklevel
(Level 2 in the seven-layermodel),in contrastto the networklevel (Level 3) usedby routers. A bridgeor
switchwill bemoreefficient;amessagevill gothroughfewer layers(in the seven-layemodelsensevhen
routedby a bridgeor switch thanit would with a router andotherefficiencies(especiallyin the caseof a
switch)maybeattained.

Ontheotherhand,all thenodeson asegmented AN mustbeunderthe controlof the sameadministrator
sayall within the samecompan. Whencrossingadministratve boundariesye areforcedto userouters.
Also, routerscanconnectwo very differentkindsof LANs, sayanEtherneandanFDDI network,whereas
bridgesneedthetwo LANS to atleasthave thesameaddresstructure(e.g.the 48-bitaddressesf Ethernet
andFDDI), andswitchegypically needthetwo LANSs to bethe samekind of networks.

(For simplicity, we will assumeécthernetsn theremaindeof this unit.)

2 Bridges

Inits simplestform, abridgecanconsisiof justa PCandtwo Ethernetards with somesoftwaremonitoring
bothcards.In morecomplex forms,thebridgewouldbeimplementedully, or almostfully, in hardwarefor
speedandmaybeconnectedo severalLANS, notjusttwo. However, youwill usuallyfind thatit will easier



2.1 Spanninglrees

to understandhe conceptdf you usethe PC casewith two Ethernetcardsasyour modelwhile readingthe
materialbelow.

Supposd.ANs A andB areconnectedby abridge.Eachof the Ethernetcardsof thebridgeis calleda port;
if therearek of them,we will assignthemID numberg) throughk-1, in this casehere0 andl, for LANs A
andB, respectiely.

Wheneer a bridgeseesa frameon port 0 whosedestinatioraddresSit knowsto belongto anodeon LAN
B, thebridgewill simply copytheframeto port1. Ontheotherhand,if thebridgeknowsthatthedestination
is alsoonLAN A, thebridgewill ignoretheframe.If the bridgedoesnotknow which LAN the destination
addresss on, thebridgewill copyto LAN B aryway, justin case.

Of coursejf thesourcenodeis onLAN B, asimilarsequencef eventswill occurto thosedescribedibore.

Keepin mindthe centralrole hereof the broadcashatureof the Ethernet.Thesourcenodein the preceding
paragraplsimply put the frameon LAN A, which resultedin every Ethernetcardon thatLAN seeingthe
frame. This includesthe Ethernetcard at the bridge. If the destinationnodehappendo be on LAN B,

whenthe bridge copiesthe frameto thatLAN, every nodeonthatLAN will seetheframe,includingthe
destinatiomode,sothatthetransmissiomwill be complete.

Restatinghis in slightly moregeneralterms,eachbridgewill maintaina table,with eachentry consisting
of two items,a destinatiomodeaddressanda port number If the bridgeseesa framecomeby on portx,

thebridgewill checkthetable.If theframes destinatiorhasanentryin thetable,the bridgewill copythe
frameto theindicatedport (unlesstheportis X, sothatno actionis needed) Notethatthe destinatiomode
may be seseralhops away, in which casethe indicatedport in the tablewill bethe site of the first of the
hops. If the destinatiomodeis not in the table,thenthe bridge simply copiesthe frameto all of its ports
(againexceptfor x), i.e. flooding is used.

Whenthe networkfirst is broughtup, thetablesareempty They arethenexpandedthoughtypically never
completed)graduallyvia addresslearning: In the scenariodescribedn the last paragraphlet s be the
sourcenodeaddres®f the framewhich wasjust obseredon portx. If thereis no entryfor sin thetable,
thebridgewill addone,specificallythe pair (s,x),eventhoughsis notthedestinatiorfor the currentframe.
Thisis for futurereferencewith theentryin thetablemeanind'lf | everdoseeaframeaddressetb sin the
future,l know now thatl mustcopytheframeto portx.” (Notethatthis meanght eitherx is onthe LAN at
portx, oris on someotherLAN which throughoneor morehopsconnectdo the LAN atportx.)

Note anotherdifferencebetweena bridgeanda router, at leastwith the type of bridgewe are discussing
here:Thebridgeis transparentio thenodeson thevariousLANs. Whenonenodesenddo anotherit places
the EthernetlD of the destinationin the frame, not the EthernetlD of a bridge on the senders LAN. By
contrastjn thecaseof routers the sendingnodewould consciouslysendto arouteronits LAN, by placing
theEthernetD of therouterin theframe.

2.1 SpanningTrees

If the sgmentedLAN consistsof mary LANs and bridges,thenit might include loops, in the graph-
theoreticsense.This would causeproblems.For example,a framemay circulateendlesslynever reaching
its destination.

1Again, thiswill be anEthernetaddressconsistingof a 48-bit serialnumberon the nodes Ethernetboard,not an InternetlP
address.
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2.1 Spanninglrees

Typically aspanningtr eeis usedto eliminatethesdoops,aswell to setup pathswhicharein somesensef
minimumlengths.The Spanning TreeProtocol is an official standard|EEE 802.1D,developedby Radia
PerimanatDEC.

The mainideaof the spanningreeis to turn off someportsat somebridges,with theresultthatthe graph
of connectionamongthe bridgeshastheform of atree,which guaranteethattherearenoloops. Theroot
of thistreeis calledtheroot bridge. Notethatthereis nothingspecialaboutthis bridge;we merelyhave to
chooseonebridgeto playthisrole, andfor the purposeof eliminatingloopsary bridgewouldwork.

2.1.1 Terminology

Eachbridgewill be assignedanID numbey typically choserto be the lowest-numberedthernetaddress
of all the cardson thatbridge. (Somesystemsallow the administratotto setbridgelD numberswhich is
usefulfor exampleif onewantstheminimal spanningreeto choosehefastestridgeattheroot.)

We definethefollowing terms:

e root bridge:
Thebridgehaving the lowest-numberetD is calledtherootbridge.

e rootport:
For ary givenbridge,its root portis the port throughwhich the pathto theroot bridge,in numberof
hops,is shortest

e designatedbridge anddesignatedport:
For ary givenLAN, thedesignatedbridgeis the bridgethroughwhich aframeonthis LAN canreach
the root bridgein the shortestnumberof hops. The port throughwhich this LAN connectdo the
designatedbridgeis calledthedesignategbort.

(Thoughwe have defined‘cost” herein termsof numberof hopsto theroot, we couldalsodefinedit other
ways,e.g.in termsof link speecetc.)

After the spanningireeis determinedary port which is not eithera designategort or root port of some
designatedbridge (or of theroot) is placedin a nonforwardingstate,meaningthatit will nolongerprocess
messagérames’

TheextendedLAN thenentersts addresdearningprocessandthenoperatesasdescribeckarlier

Eachmessagdrame will travel throughthe tree asfollows: It startsout toward the root. At eachhop
from oneLAN to anotherit goesthroughthe designatedbridgeof thefirst LAN, enteringvia thatbridge’s
designategbort andexiting via thatbridge’sroot port. It mayreachits destinatiorbeforereachingheroot.
If it doesreachtheroot,thenfrom thattime onwardit will follow areversepatternateachhop,enteringvia
root portsandexiting via

2In the caseof atie, the portwith thelowest-numberetD is chosen.
%It may, however, still monitorthe network,watchingfor changesuchasbridgefailures.

Level 2: 3



2.1 Spanninglrees

2.1.2 Bridge Protocol Data Units

Certainnodeswill sendout framescalled Bridge Protocol Data Units (BPDUS) periodically typically
every 1 to 4 second$. The Ethernetcardsrecognizethem throughtheir destinationaddresswhich is
0x0180c2000000Vhenthe networkfirst comesup, all nodeswill be bothoriginatingBPDUsandrelaying
theBPDUsoriginatedby othernodes.

Theformatof aBPDU is:

sender 1D clainmed root ID di stance to root age

2.1.3 Election of the Root

At first, all bridgesaresendingout BPDUsclaimingto bethe root (with distanceof 0). Whena bridgeA
recevesa BPDU sent(originatedor relayed)by bridgeB, A doesthefollowing:

if (Bsclained root < A's clained root or
B's claimed root = A's clained root and B's distance < A's di stance or
B's root and distance = A's and Bs ID< A's ID) then
A changes its clainmed root record to B's
A adds 1 to B's distance, to produce A s distance
A relays B s BPDU (with updated distance) to all of its ports
except the one B's BPDU cane in on
A stops originating BPDUs
el se
A ignores the BPDU

In thefirst iteration,A andB abore bothwill beclaim to betherootwith distanced, but whicheveronehas
thesmallerID will “win.” As time passesfewer andfewer bridgeswill be originatingBPDUs,until only
onebridgeis doingso. Thatbridgethenbecomesheroot.

Eachtime aBPDU is processethy a bridge,thebridgewill incrementheagefield by 1. If theagereaches
anagreed-uponalue,say20,thenthe BPDU is discardedpn thegroundsthatit is nolongerup-to-date.

2.1.4 Election of the DesignatedBridges

Remembertherewill typically be severalbridgesattachedo a givenLAN. (But notall nodeson the LAN
will bebridges.)Oncetherootof theextended_ AN hasbeendeterminedasshavn above, thenwithin each
givenLAN all the bridgeson thatLAN mustelectoneof themasthe designatedridgefor thatLAN. To
do this, all the bridgeson a LAN will nhow againexchangeBPDUSs. They will all have the sameclaimed
(andnow actual)root, but their distancedo therootmayvary. If a bridgerecevesa BPDU with adistance

“NotethattheseareordinaryEtherneframes,e.g.with no speciaf‘privileges.”
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3 SWITCHES

valuelessthanits own,® thatbridgewill give up. Eventuallyonly onebridgewill beleft, andit becomeshe
designatedbridge.

Theeffectof all thisis to eliminateloopsin the graphconsistingof all bridgesandLANs. Rememberthere
is nothing specialaboutthe root; we just wantto find some setof bridgeswhich will makethe graphof
LANSs connectedwithoutloops.

2.1.5 SubsequentOperation of the Network

After therootandall thedesignatedbridgesaredeterminedtherootwill continueto originateBPDUs,and
eachdesignatedbridgewill continueto relaythem.

Eachtableentryateachbridgehasatimer associatedvith it. It duringstableoperatiorthe entrytimes-out
beforea root BPDU arrives,usuallydueto somebridgein the networkhaving gonedown, the observing
bridgewill startoriginatingits own BPDUs,sothatthe networkcanreconfigurdtself.

3 Switches

Switchesareanadwancedorm of bridge.

3.1 Hubs

To explaintheideaof switcheswefirst discus€Ethernetiubs® A hubconsistof acentralrepeatertogether
with portsto which unshieldedwisted-pair(UTP) linesareconnected.

EachUTP pairwill beits own Ethernetto which networknodesareattachedasusual. Furthermorepther
hubsmay be attachedto UTP pairstoo. In this manner a large network consistingof mary LANs is
connectedwith thebridgesnow beinghubs.

Therepeatedoegustthat—itrepeat€Ethernesignals.If onenodestartssendingijts signaltravelsalongthe
UTP to the port, wherethe repeatercopiesthat signalto the UTPsconnectedo all the otherports. CSMA
andCD operationsaarehandledn theusualmanner

A hubis corvenient,becauséts “centralstar” topologyis similar to thewiring usingfor telephonesystems
in office buildings;thiswaythehubcanbelocatedin atelephoneviring closet,andthe UTPscanbelaid in
thesamepassageaysasthe phonewiring.

3.2 Switching Hubs

As theprice of microprocessorandspecial-purposehipsdroppedtherebeganto be switching hubs, now
morecommonlycalledsimply switches Heretheideais thatthe hub knows (in the “learning” mannera
bridgeuses)which UTP/porteachnodeis on,or in thecaseof mary interconnectett ANs, which UTP/port
will leadto the givennode. Whenthe centerof the hub seesa framefrom a sources on a given port, with

50r of equaldistancebut smallerID.

5The readershouldbe cautionedthat the term hub connotesan entire classof devices,with considerablevariety within that
class.

"Thetwistingin aUTPis braidlike. Theideais thatelectricalnoisewill largely “cancelout” onthetwo wires.
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3.3 InternalDesign

destinationaddresdd, the centerwill thencopy thatframe only to the properUTP/port, insteadof to all
ports. In this mannermorethanoneframecanbetransmittecat atime, aslong astheframes’destinations
areon differentports. Again, oneusesordinaryEthernetcardsin thenodes®

EachUTP/portmight beits own mini-Ethernetwith morethanonenodeonthatUTP. Thuswithin aUTR,
theremay still be collisionsin the usualsensé. which are handledin the usualway. However, asnoted
above, therewill be no collisions betweenframesheadedor differentports; we saythat eachport is a
separatecollision domain. Moreover, evenif two frameshave the samedestinatiorport, a typical switch
will buffer the onewhile deliveringthe other sendingthe secondramelater, thusavoiding a collision and
wastedbackof time.

Of course,somethingmustbe doneif the switch runsout of buffer space. Somedesignshandlethis by
placinga fake collision on the UTP which generatech buffer overflow. The sourceof the framewill then
wait a randombackof time andthentry again. The switchwill generatea fake messageo a port when
the buffer spacdor thatportis neardepletedwhich will preventnodeson thatportfrom trying to send;as
soonasbuffer spacdor the portbecomesvailable,thefake messagés terminated. Theseapproachekelp
in someways,but alsohave their costs,sincethe fake collision or messageavill preventothernodesonthe
sameUTP from sendingo eachother whenactuallyit would be perfectlysafeto do so.

Someportson a switch may be configurableasfull duplex. Herea pair of portsarededicatedo commu-
nicationwith eachother;no otherportscansendto or receve from theseports. Thetwo full duplex ports
canalsosendto eachothersimultaneouslyThereasorfor thisis asfollows. In anordinaryport, thereare
actuallytwo UTPs,onefor sendandonefor receive. A nodewhich is currentlysendingon one UTP is
listeningfor collisionsonthe other But sincetherewill beno collisionsatall for a pair of portswhich are
dedicatedo communicatiorwith eachother this freesup thereceive UTP while anodeis sending.Thus
thatnodecanbereceving from its partneron thatUTP atthe sametime.

3.3 Internal Design

A switchis likely to have a microprocessofor morethanone)inside. The designerf the switchwrite a
programwhich controlsthe movementof a framefrom oneport to anotheychecksfor collisions,manages
buffersandso on. Thereis alsolikely to be a networkinsidethe switchitself, consistingof pathswhich
framestakefrom oneportto another

For example,an 2 networkcanbe used.Supposéherearen portsin all. Thenthe networkwill consistof
logan stagesAt eachstagetherewill bea“fork in theroad,”giving 2 choices After logyn stagesthatwill
generate

2X 2% .. x2=273Wen
N—— ——

logan factors

paths—oneo eachof the ports,justaswe want.

Becausef the specialhardwarea switchwill be muchmorepowerful thana hubh (Actually, we canthink
of aswitchasan“advancechuh”) For example,it canroutemultiple frames(to differentdestinatior_ANS)

8This was a big attractionto consumerswhich is one of the reasonsEthernethas managedo remainthe dominantLAN
technologyin spiteof its ageof 20 yearsor so.
9Thus,for bestperformancepneshouldavoid having morethanonenodeon a UTPR, if it is economicallyfeasible.
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simultaneously Also, aswe sav above, it canbuffer frames,thusavoiding collisions. We pay a pricein
termsof increasedompleity—for instancethe switch mustconstantlymonitorall portsfor idlenessand
whenonebecomesdle, the switchmustcheckits buffersfor frameswhich needto go to thatport—hut the

increasén performances worthit.
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