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1 IP

11 Review

The InternetProtocol(IP) is the Network layer sectionof the TCP/IP suite. For a sendingnode, IP will
receve a packetfrom either TCP or UDP in the Transportlayer—a “chunk” of a messagén the caseof
TCR officially calleda segment, or anentiremessagén the caseof UDP, officially calleda datagram—
thendeterminenitial routing, thenencapsulatéhe packetwith an P heade@andsendit to the Link layer.
Theencapsulatedacketis now calledan| P datagram (notto beconfusedwith the UDP term).

NotethatthelP datagranwill typically passhroughseveraldifferentnetworksonits wayto its destination.
It will bepassedrom networkto networkby routers, eachoneof which executedP code.

Onthereceving end,thereverseoccurs.

1.2 Packet Format

Byte 0: Thefirst four bits arethe VersionNumber(currently4,goingto 6), andthe otherfour bits arethe
HeaderLengthin words.

Byte 1: Typeof Servicefield, intendedo give priority to somepacketsbut not usedmuchin practice.
Bytes 2-3: Lengthfield, giving lengthof theentirelP datagranincludingdata.

Bytes4-5: DatagramD number;usedin the caseof fragmentatior{seebelow).

Byte 6, Bits 0-2: Flags:Firstbit is resered, valueO; secondit is 1 if Do Not Fragmenflag; third bit is 1
if More Fragmentfkemainingflag. (No otherflagsin IP V.4.)

Byte 6, Bits 3-7, and Byte 7: Offset(positionof this fragmentin relationto the original datagram).

Byte 8: Timeto Livefield. If this equalssay k, thenthis packetwill be allowedk morehopsthroughthe
network.If it hasnt reachedts destinatiorby then,it is discardedto preventinfinite routingloops.



1.3 Fragmentation

Byte 9: Transport-layeprotocol(e.g.0x01for ICMP, 0x06for TCP, Ox11for UDP, 0x59for OPSFroute-
optimizationmessages).

Bytes 10-11: Checksumto checkfor errorswithin this datagram.

Bytes 12-15: SourcdP address.

Bytes 16-19: DestinationP address.

Bytes 20-whatever: Optionsincludingblankpaddingto makeanintegral numberof words.

Remaining Bytes: Data. Remembeifrom the pointof view ofthe IP layer, the “data” consistof a TCPor
UDP packet(omtherpacketfrom ahigherlayer).

1.3 Fragmentation

Consideran IP datagramoriginating at X, sayfrom TCR with destinationY. Eachnetwork which this
datagranpasseshroughonits way from X to Y will have its own limitation on the sizeof aframe,called
themaximum transfer unit (MTU). For example,Ethernetdoesnot allow aframeto belongerthan1500
bytes.A PPPphoneconnectioroftensetsthis limit aswell. For FDDI, theMTU is 4500bytes.

SupposéehatX isonanFDDI network,andthatthe TCPlayerat X formsthis datagran{atthatlayer, called

asgment)at size4500bytes.Saythe IP layersendsout that4500-bytedatagramnin onepiece.But among
thevariousnetworksthis datagraniraversesonits wayto Y, someof themmight consistof, say Ethernets,
in which caseour datagranwould not betransmittable.

To copewith this problem |P occasionalidoesfragmentation of adatagranbeforeplacingit onanetwork.
This meanghatthe givendatagranmis split into two or moresmalleroneswith sizesundertheMTU for that
network.

Notethatonceadatagranis splitin thismanneyit is neverreassembledgainuntil it reachedts destination,
even thoughsubsequemetworkswhich it traversesmay have larger MTUs. The variousfragmentsmay
bewidely separatedsthey maketheir wayto Y, evenarriving out of order but the IP layerwill be ableto
piecethemtogetheragainvia their commonID number(Bytes4-5 in the IP format), the More Fragments
Remainingflag (Byte 6), andthe Offsetfield (Byte 7).

An Offsetvalueof k means;This fragmentwill containdatabytesstartingwith thek-th byte of theoriginal
datagranicalling thefirst byte 0)” If for examplethefirst fragmentis 228 byteslong, its More Fragments
Remainingflag will be set,andthe secondfragmentwill have the samelD asthe first but with its offset
valuebeing228. Saythereis athird fragment,andthatthe sizeof the secondragmenthadbeen50. Then
thesecondragmentwill have its More Fragmentfemainingflag set,andthethird onewill againhave the
sameD, with anOffsetvalueof 278.

So,we now seethat“chunking” canoccurat several differentlayers. The original messagenay have been
brokendown into sgmentsby TCPatthe Transporfayer, andeachsegmentmightbebrokeninto fragments
attheNetworklayersof variousroutersthatour messageasseshrough.Furthermoreeachfragmentmight
itself be brokendown by, say HDLC, when passinghrougha phonelink at the Link layersomehereen
route. In eachcase,the correspondindayer will also do the reassembly:IP and TCP will reassemble
fragmentsnto datagramsanddatagrams/sgnentanto full messagesespectrely, atthedestinationy; but
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1.4 ErrorControl

HDLC will reassembleIDLC framesbackinto anlP fragmentight avay, onthereceving endof thephone
line.

If IP setsthe Do Not Fragmentlag andadatagranreaches networkwhichit is too big for, therouterthere
will sendbackanCMP messagéo the sourcenodeX, andsimply discardthe datagram.

1.4 Error Control

The Networklayer, IP doesnotdo errorcontrolfor the data,a job handledby TCPin the Transportayer®
But the IP formatdoesincludea Checksunfield, whosepurposds to checkthe IP datagramheader After
all, if theheadeis in error, sayin its destinatioraddressthenthedatagranwill beuselessandof courseit
couldnot becheckedatthe destination—sincé would never getthere!

The Checksunfield consistof the (slightly modified)sumof all the IP datagrans headertakenas16-bit
words. A receving IP layerwill computethis sumitself, andcomparewith the claimedvalue. The sum
itself is 1s-complementneaningordinaryadditionwith the carriesout of the mostsignificantbit addedto
the sum. Note thatthe Checksunfield mustbe recomputedy eachrouterbeforesendingon to the next
one,sincethe Time to Live field changeé$n eachhop.

2 TCP

As notedearlier TCP breaksa messagé€or moreaccuratelythe messagetream)into “chunks; formally
calledsegments, translatesocketdo IP addressesndpassesheencapsulategackageso IP. Thereverse
occursatthereceving end.

21 Segment Format

Bytes0-1: SourcePort.
Bytes 2-3: DestinationPort.
Bytes4-7: Sequenc&lumber
Bytes8-11: ACK.

Byte 12: The first four bits comprisethe HeaderLengthfield (the otherfour bits are 0s), meaningthe
numberof words(not bytes)from the beginning of the packetto thefirst databytewithin the packet.Most
of theheadeis of fixedlength,sowe would not needthis, exceptfor thefactthatthe Optionsfield below is
of variablelength. The softwarethususeghisfield to deducewherein the packetthe datastarts.

Byte 13: Flags,which arevariousbits giving controlinformationsuchasa PUSHcommandwhichtellsthe
hostnotto continueaccumulatindytesto send;*sendwhatever you have now, without waiting for more”).

Theremayalsobe someerrorcontrolatthe Link layer. Ethernetfor instancehasa CRCfield; it checksthatfield but simply
discardsframeswhich arein error, ratherthansignalingfor retransmissionHDLC alsohasa CRC field, andit doessignalfor
retransmission.
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2.2 Slidow-Window Protocol

Bytes 14-15: AdvertisedWindow, a valuethatthe recipientusesto say “OK, you cannow sendme this
mary byteswithoutwaiting for anACK."

Bytes 16-19: Checksun{two bytes),for errorcheckingandatwo-byteUrgentPointerfield.
Bytes 20-whatever: Optionsfield.

Remaining Bytes: Data,e.g.youre-mailmessag@ the caseof sendmail. (Note: No lengthfield is needed
for specifyingtheamountof data,sincethis canbe deducedrom a similarfield in the IP heademwhich will
containthis TCP packet.)

2.2 Slidow-Window Protocol

Eachbytein thestreanmsentin a TCP connectioris givena sequencaumber Theinitial sequencaumbey
not necessarii\0, is negotiatedwhenthe connectionis established.Sequenceaumbersfrom A to B are
separatérom thosefrom B to A. The Sequenc@&lumberfield will statethe numberof thefirst bytein the
currentsggment.

A sendingTCP layer may wait to senduntil enoughbytesfrom a givenstreamareaccumulatedo “make
it worthwhile; in the senseof overhead. Settingthe Pushflag will force TCP to sendall of the bytes
accumulatedn the streamsofar.

A receving TCP layerwill try to piggyback its ACKs with its own data. Soa segment,sayfrom A to B,
will containnot only the dataA is sendingto B, but alsoA’s ACK of receiptof datafrom B. A valueof k
in the ACK field meanghatthereceving TCPlayerhasrecevedall bytesup throughsequenc@umberk-1
correctly andis now expectingbytek.

If asendingTCPlayerdoesnotreceire an ACK for a givensegmentwithin thetimeoutperiod,it will send
again.If its originaltransmissiomadmerelybeenlatein arriving atthereceving TCPlayer, thentheremay
bebothduplicatetransmissionandduplicateACKs, which bothsidesmustcheckfor. Thetypical causgor
lack of an ACK is thatthe buffersarefull atsomeintermediateouterandthe segmentis discardedhere.

A receving TCPlayercanchangehewindow sizedynamically This informationtoois piggybackedvith
thereceving layer’s own datato be sent.

2.3 Error Control

The Checksunfield is computedsimilarly to thatof IP, exceptthatit sumsthe entiresggment,bothheader
anddata. Unlike Link-layer error control, thereis no suchthing asNAK; thereceving TCP layersimply
discardghe sggment,andletsthe sendetimeout.
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