4 MOREON TCP/IP 4.6 Puttinglt All Together

Source Ethernet | D: SeeDestirationEthernetD abore.

Type (protocol ID): 16 bits Indicatesthe protocolbeingused,e.g. 0x0800for IP, 0x809bfor Appletalk,
0x8137for NetwarelPX/SPX. Thisis the mechanisnby which differentprotocolscancoexist onthe same
Ethernet.

Data: Thisconsiss of thelP packef(in thecaseof the P protocd). Itslengthis inferredby subtractig the
lengthsof the otherfieldsfrom the overall framelength

CRC: 32bits An errorcheckingfield for thisframe.

Postamble: End-of-frameindicata, a special8-bit pattern.

4.6 Putting It All Together

Supposehatin our earlierexamples,svr is running on Venus,andwpsis runningon Honda. Supposeave
have thefollowing IP andEthernef{MAC) addresses:

machine| IP address| MAC address

Earth 192.0.0.0 | 0x01345678%9b
Mars 192.0.0.1 | 0x11345678%9b
Venus | 192.0.0.2 | 0x212345678ab
Saturn | 192.0.0.3 | 0x31845678ab
Jeep 193.0.0.0 | Ox4128456789b
Honda | 193.0.0.1 | 0x518456789b

All of the machinesherehave Class C IP addressesyhich consis of a 24-bit networknumberand 8-bit
host-wthin-netwak number For example,Marsis host1 on netwak 192.0.0.0.Hereis whatwill happen
whenwps executes

wite(SD argv[2],strlen(argv[2]));

atHonda.Recallthatamgv[2] is either“w” or “ps”; let's sayit’s“ps”. RecallalsothatSD is a socketwhich
wps hasalreadyopenedin TCP Also, the call which wps madeearlierto connect()had connectedhis
socketto port2000at Venus andthe OSat Hondahadassigedwps anephemeraport number say3056.

So,theeffectof thewrite() is thatthesocketnumberSD andthestringargv[2] will besentfrom wps, which
is runnirg in the Application Layerat Honda,to the SessiorLayeratHonda.

The SessiorLayerwill find in its recordghatthis socketis for ephemeraport30560n TCP. So,the Session
LayeratHondawill passps” andthisportnumberto TCPin the TransportLayeratHonda.(Notethatthis
passings doneby a simplefunctioncall, sincewe areatthesamemachine.)

TCP at Hondawill first have to decidehow much“chunking” to do — nonein this case,sincethe data
consistof only two bytes! TCP will now preparea TCP packetcontainng thatdata,usingthe TCP packet
formatshavn above:
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TCP will first notethatephemeraport 3056is associatedavith the desthationport andIP numbers2000
and192.0.0.2respectrely. TCP will thenfill in the packet,puting 3056 and 2000for the Sourceand
Destinaion Portnumbersijt will fill in the Sequenc@umber etc.,andfinally put“ps” into the Remaining
Bytes(i.e. data)field. After creatingthis packet,TCP at Hondawill passit to IP in the Network Layer of
Honda,alongwith theinformationthatthe destirationwill be 192.0.0.2.

IP at Hondawill now preparean|P packet.It will fill in 193.0.0.1for the SourcelP addressand192.0.0.2
for the DestirationIP. Notecarefullythatfor the RemainingBytesfield in thiscase )P will putin theentire
packetthatit recevedfrom TCP

IP atHondawill now decidehow to routethelP packeit hascreated |t firstwill askwhetherthedestnation
host,is onthesamenetworkasHonda.Theansweto thatquestiorwill beno, sinceHondais onthenetwak
193.0.0andVenusson192.0.0.So,IP atHondawill needo sendhepacketo arouteronHondasnetwork.
Therearetwo suchrouters JeepandCitroen.

IP atHondawill sendthe packeto Jeep (Thiswill probablyhave beerhand-codednoreonthisin ourunit
onrouting.) NotethatIP atHondawill notknow thatVenuss justonehopaway from Jeepjt merelyknows
thatthefirst stepshouldbe Jeep.So,IP will pasghepacketplusJeepsEthernetaddressQx4123156789ab,
totheDataLink Layerat Honda.

The DataLink Layerwill thencreatean Ethernetframe. It will put 0x4123156789alfor the Destinatio
EthernetD, and0x512345678@bfor the SourceEthernetD. It will fill in Ox08® for the Typefield. And
it will putin theentirelP packetit receved from the NetworkLayerin for the currentDatafield. Finally,
theDataLink Layerwill passhis Ethernetframeto the Ethernetdevice driver on Honda.

TheEthernetdevice driver on Hondawill thenputthe frameon networkB. All NICs on thatnetworkwill
seeit, including theNIC 0x4123156789%alon Jeep.

ThatNIC will say “Oh, thisframeis for me!” NotethattheNIC will notnoticethattheultimatedesthation
of theframeis Venus;all the NIC caresaboutis the Destinaibn Ethernetaddresswhichit hasseenis its
own. All theNIC will dois pasghisframeupto thenext layeratJeep?* whichwill bethe DataLink Layer.

The DataLink Layer at Jeepwill strip off the EthernetlDs and other Ethernet-relatechformation. The
strippeddown frameis now the IP framewhich IP atHondahadproduced The DataLink Layerwill know
this, sincethe Typefield in the Ethernefframe statedthatthe protocolwasIP. TheDataLink Layerat Jeep
will now passhelP packetto IP in theNetwak LayeratJeep.

IP will now look atthe Destinaion IP Addressin the packet,192.0.0.2.Sincethatdoesnot matchJeeps
own address193.0.0.0 Jeepknows thatit needsto routethis packet. IP alsonoticesthatthe Destinatim
IP Addressis on netwak number192.0.0,i.e. networkA, which Jeeps machineis attachedo via another
NIC. So,Jeepwill beableto relaythe packetdirectlyto Venus:

At this point the packetwill go down the protocolstackat Jeep,just like we sawv earlierat Honda. The
EthernetSourcelD will be Jeeps, i.e. 0x41234%789abandthe EthernetDestinaton ID will be Venus’,
0x212356789abTheframewill beplacedontonetworkA, andpickedup by Venus.

2Note thatit is the sameprotocolstackasthat of Mars. They arethe samemachine but have two differentNICs andthus
differentnames
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The framewill thengo up the protocolstackat Venuslike it did at Jeep,but in this caselP at Venuswill
discover thatthe Destinaton IP Addressis thatof Venus. Thusthe packetwill notbe routedfrom Venus,
but insteadwill contirueto go up the protacol stack. IP at Venuswill seein the Transport_ayer Protocol
field thatthisis a TCP packet(andthusnot, for example,UDP). IP will now strip off thelP-onlyfieldsfrom
the packet leaving the original TCP packet.IP will passthe packetto TCP, alongwith informationon the
SourcelP address.

TCPwill notetheDestirationPort,stripoff the TCP-onlyinformation,andsendtheremaindeto theSession
Layer, alongwith the Destiration Porthnumber The Sessior_ayerwill sendthe remainderto read(),and
svr will beableto readthe“ps”.

Whensvr writesbackto wps, a similar sequencef eventswill occur Notealsothatwhenwps first called
connect(),a similar sequencef eventsoccurredthentoo, as Hondas TCP and Venus’ TCP exchanged
messagem orderto setupaconnection

5 Application-Layer Protocols

Someapplicatons,suchasFTPR, e-mail, etc. aresocommonthatthey have their own protocos.

For example,e-mail usesthe Simple Mail TransferProtocol(SMTP). Suppos you areIm@abc.comand
aresendinge-mailto uvw@xyz.org, andyour messagés goingto bea simpleone-linegreeting:

H , how have you been?

Theclient, whichwill beeitherthe e-mailutility thatyou use,or anOS functioncalledby thatutility, will
first establid a TCP connectiorto the SMTP sener at the remotemachine at port 25 of the sener. The
following messagewould thenbe sentby the client:2®

HELO abc. com

MAI L FROM | m@bc. com
RCPT TO uvw@xyz.org
DATA

H , how have you been?

QT
(Theendof thee-mailmessagéselfis indicatedby a periodon aseparatdine, asshovn above.)

Similarly, HTTP, the protocolusedfor Web accessgconsiss of a setof commandssimilar to the HELO,
MAIL FROM:, RCPTTO:, DATA andQUIT commandsve saw for SMTP abore. The HTTP sener is at
port 80.

BTherewill beresposesfrom thesenerfor eachone,but we will ignorethemhere.
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